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Web offers SCADA alternative

Internet-based systems enable
operators o perform remote
compressor starks/stops, occess
real-time data.

Denald 1. Wallace,
M2IM Data Corp., Demver, Colorado

nternet-based SCADA systems ofber a

cost-effective and secure alternative o tra-

ditiomal proprietary SCADA, Although the
technology & relatively new, it is available from
meany suppliers, and is being adopeed by major
oll and gas bwsinesses,

Lising an application service provider to
implerment an Internet SCADA systemn allows
users to gain the benefits of remote monioring
anwd control [improved efficiency and customier
service through increased uptime), without hav-
ing to commit the human and financial capital
normally aseciated with a traditional SCADA
project, The poal heze is 10 poovide a case study
ter describe the technology, and #s benefits.

Internet-bosed SCADA

lsing the Internet as the basis for a cost-effec-
tive enterprise SCADA systemn has finally
maveed from promise o reality. The demand
for affordable monitoring and comtrol of
remeode ol and gas assets is exploding, and
Many cHmpaniss are now conaidering using
Internet-based SCADA systems to provide
access o peal-time data display, alarming.
trending, and reporting from wells, tanks,
compressors, valves and pipelines,

Sometimes referred to as man-to-machine,
machine-to-machine, or mabile-to-maching
networks, [nternet SCADA systermns enable oil
and gas companies 0 monitor, manage and
operate equipment more reliably and more
efficiently with fewer trips 1o the field.

Using the Internet makes it simple to use
standard Web browsers for data presentation,
thus eliminating the need for proprietary host
gaftware. It may also eliminate the cost and
complexity of long-distance communications,
because each piece of remote equipment i
connected to an Internet Point of Presence
[TPP or [5P), However, actually achieving these
benefits through the implementation of an
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Internet-bosed SCADA systems con reduce the cost ond complexity of long-dis-
fance communications, because eoch piece of remate equlprment i connecied
fo an Intermet Paoint of Presence |IFF or ISP).

Internet SCADA is fraught with problems that
require the attention of experts in the feld.

Implementation challenges
There are three significant challenges to over-
come when implementing an Internet-basad
SCADA svstem, The first s that most devices
used o control remote eguipment  and
processes such as gas production compressors
dio not have Internet commundcations capabil-
ity already incorporated in thear operating sys-
fems. In fact, many do not even have an elec-
tronic controller, ket alone an operating system,
The second is that even when equipped
through retrofit or in the factory with the nec-
essary eommunications protocols, the device
gtill has to be physically conmectsd to the
Internet. These problerns must be solved at low
cost and high reliability before Internet SCATRA
can be implemented in industrial applications.
The third & that many security and net-
work issues must be fackled when wsing the
public Internet for applications that are as
bassimess cratical as a SCADA system,

FCs in the field?

Cine sdubion o these problems &8 to connect
the device to 8 PO and have the PC make the
connection to the Intermet via an Internet
Service Provider (151} using Secure Socket
Layer (351}, Unfortunately, this selution does
ot meet the low-cost criterion, and kcks the

level of reliability that i demanded by il and
gas system operators. PCs, after all, are designed
around the concept of regular human inferac-
tion — the PC user can be relled upon 1o reboot
the machine if 8 crash occurs. The major bene-
fit of Internet SCADA is that it allows the oper-
ator to interact with the device from a remode
location; so even if the cost was acceptable,
pressing a nesel button never will be,

Smart fleld devices
The more appraprite alternative 1o using a PC s
an ermbedded sofution: a small, rugged, bow-cost
device that provides the conmectivity capabilities
of the P but at & lower cost and higher relasbe-
ity. This device [sometimes peferred o as an
Intermet Gatewsy) i connected 1o the equip-
ment, generally via a serisl port, communicales
with the equipment m the equipments native
protocol, and converts the data o HTML or
WML forrmt, The Gateway heis an [P address, amd
supports all or at beast parts of the TCP/TF stack -
tvpically at léast HTTE TCP/IE, UDF, amd PPE.
The preferred data transmission protocol is
HTTPS {or HTTP when security is mot
required), because it is firewall-friendly, and
allows Web servers to be wed to control data
transmission, The alternatives, TCPP or
LD require the cooperation of the customer’s
IT department 1o opén ports on servers, and
thereby introduce potential for cyber attack.
The introduction of the Gateway mio the
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SCADM systemn prowides the opperiunty 1o
ghandon the tradivonad POLL/RESPONSE
architecture, and replace it with a PUSH archi-
tecture, Im this architecture, the Gatewsy polls
the field device in its native protocol, parses
the retwrmed data, and processes it for precon-
figured exceptions, e.g. staius change, analog
value autside of a dead band, or an event such
a5 time. Omlby these exception data are con-
veried to XML and PUSHED (HTTPS POST)
iy Wb servers for inserfion into the real-time
and historical databases.

Sharing internet conneclivity

1t i poasible to Web-enable any plece of equip-
ment today wing cither of the approaches
described above. However, the physical con-
mection o the Internet is still a problem. Many
potential applications may not have the value
o justify an individual IPPSP account, so it is
often necessary §0 create @ bow-cost Gateway
network In order in share the [PP/SP sob-

scription cost among several pieces of equip-

ment. The Gatewsy, with it embedded proxy
server, controls these wired and wireléss net-
works, supporting dynamic 1P addressing
iDymamic Host Config-uration Protocol or
DHCP), and providing non-routable 1P
addressing to the connected equipment.

Internet SCADA suraly

Special precoutions must be taken (o ensure
that Internet SCADA systems are safe from
being compromised by outside users and wys-
tems. The concept of SCADA “surety”
includes security, availobility, integrity, confi-
dentiality, and access controls. These concepts
are defined belaw:

* Security — The open nature of the
Liternet requires careful consideration of
data security measures when implement-
ing Internet SCADA sysiems, Prvesses,
procedures, and ools must be put in
place to address availahility, integricy,
confudentiality, and protection agninss
umiatt hormed users.

» Availability — Svstem up time mast be
maintained at the hi.ghﬂt lewels 1|11'I:I"I.I-Eh
use of redundant servers. Firewall pro-
tection must be provided in the Gateway
anal servers, dlong with antomated detec-
tion and mitigatson of cyber anacks such
a5 denial of service nttacks.

[itegrity — System must ensure that data

is not modified or corrupted through use

of encrypted data signatures and authen-
tication o restrict occess.

» Confidentialiey — System must ensure
restricted access to data through use of
encryption, and 1o the system by
employing authentication siuch a8 Seoure
Sacket Layer.

+ Profection against unauthorized nsers -
Multi-lavered pasword protection mist
be provided at oll levels in the system.

L

Other [ssues
[n sddition 1o the above, the considerations
bediny muier be taken into account,
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Integration ivmd interaperalility. The open
architecture of an Internet-based SCADA sy3-
temn, combined with appropriate field squip-
meent, makes it possible to develop an inte-
grated SCADA system. However, interoper-
abiligy fedquires data format and tramsmission
protocal standardization,

The preferred dots formar i Extensible
Matkup Lanpuage (XML), XML was devel-
oped to bring preater fexibility and interoper-
ahi.'".l'r' o Wels a|:||:||:i1;l|:i|:|r.|:.. it iz a meta-lan-
guage for describing markup languages and
therefore does not specify semantics or & tag
set. I other words, XML provides a facility to
define tags and structure. XML provides flexi-
h'l]i!l}' not availahle from HTML, because the
programimer has the freedom to create tag sets
and semantics, The simpler altermative
markup langusge, HTML, as undergoae con-
tineus developrment L support new tags and
style sheets, However, these changes are fim-
ited by the requirement to be backwards-com-
patible, and to what the browser vendors are
willing to support.

Sealaliting. Scaling an Internet SCADA
ayslem [rom a few o thowands of asets,
while maintaining near real-time perform-
ance, requires a system architecture that
enables data to be pushed from the remole
equipment without host system polle This
approach has been implemented in systems
supporting simultaneous 20-second updates
from 3,000 devices,

Ihata preserbativel. As the acramym mmplies,
the purpose of a SCADA sislem = o
dllvw asset owmers and aperators to
mondor and control remote assets
Therefore, the presentation of data isa
critical component of sy [lernel
SCADA Lreim. The e of Intermet
pratacols and services o mllect data

Implementation opfions
Implementation of an Internet SCADA system
is & complex project that may ke handled in
ane of three different ways

* Owner may purchase components, and

cither act as integrator or hire one

+ Contract for o turnkey SCADA fnstallation

= Contract for turnkey subscription-bassd

SCADA serwices,

Experience indicates that complex SCADA
projects are generally best handled by a single
vendor acting as system archivect with respan-
sibility for the total solution. On the other
hand, a credible altermative 1o ths traditional
approach s to simply contract for SCADA
services on & subscription basis, For & monthly
fee, some vendors design the systen, install
field hardware if necessary, operate seoure
servers to hast the data, and provide customers
access 1o their data wia a standard Web hrowser.

An example

Drelivering natuiral gas from well o burner tip &
an enormous entesprise, The majority of the
natural gas comsumed in the United States i
produced at remote sites, It must then be trans-
ported to consumers through more than
250,000 miles of transmission pipelines, with
the help of thousinds of compressors,

The Hanover Compressor Company is the
leading provider of matural gas compression
services, maintaining & 3.7-million-horse-
power rental compression fleet that is the
largest in the industry, In southwestern L5,

near Farmington, New Mexico, Hanover oper-
aled cver 300 hiﬁ'll-'r.l.'luu COMPIEssirs.

As part of ongoing improvements to increase
this value, Hanover raquited an economical way
b remotely socess cormpressors, and electrond-
-E-l]lf inogdber and control operilisns aver a
widde range of communications media,

The project

Hanowver selecied an Internet-based SCADA
system that continvously memitors FLC-based
compressor contnol panels, From the Intermes,
pperators view key operating parameters such
as status, suction pressure, discharge pressune
and error oodes, and start and stop units with-
ol having o travel o the site.

Onsite, rugged Gateways manage the link
between the compressor control panels and the
Internet SCADA data center. The Gateways
comnmumicite with the panel in its native Allen-
Bradley DF1 protocoe] and data format, and oon-
vert the acquined data to XML format for trans-
rmission on an exception basis o the data center.

The turnkey Internet SCADMS  system
includes complete SCADA functionality, appli-
cation hostimng and nuanagement, satellite com
munications, and all field hardware and serv-
ices. Thie system prowides Hanover with:

= Fast, kow-rsk implementation through a

packaged system that is engineered, inte-
grated, and tested before the field hard-
ware is shipped.

= Flexitde 170 that supports a broad range

of sensors, PLCs, and compressor con-
trin] prearsels,
* Secure Web browser access from

makes it simple to use standard Webs

browsers for data prosentation.

The technology chosen for
development of the Web page oser
interface (LT} must support devel-
opment of sites that are highly
dynamic, incorporate animation,

and provide o high level of usability.
Standard Web page technologies

amywhere in the world, for view-
ing real-time and historical oper-
ations, alarm data and reporis,
and performing remote compres-
sor starts and stops,

« Immediate alerts 1o operators and
field engineers on critical opera-
Lions, 5o they can get a technlcan
out o the feld quickly. Alarm
notification  over phone, cell
phone, pager or Intermet, 24-
hours a day, ensures complete
covecage for remale or unat-
tended operations,

such as HTML, JovaScript, and
Macro-mesdin FLASH are ideal for
the development of SCADA presen-
Tation pages
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Infernat-based SCADA syslams enacbée operaian o oooes
real-fime ond historical data, such as exbaust lermparaione
frerds, from anywhens in he word.

= RCADA npplication & modular, so
subscts of the functionality can be
provided for lower-value compres-
sors dn the fulure at a kewer cost,
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while data ls sccessed from and agpre-
gated within the same overall system,

Hanowver's results
Using an liternet-based SCADA system allows
Hanover 1o maintain highly reliable service,
and incresse cusboomer p-m-:luﬂ:lur! TEVENLIES
resulting from higher “on stiream” perform-
ance. Oher operational advantages include;
= Prowwles an alert when & gas comipressor
stops operating, allowing field maintenance
persnnel the oppostunity 1o guickly go 1o
the inoperative unit and get it back up,
= Enables operators to analyze historical
performance and trends to better predict
imminent problems and o better diag-
niose current problems.
Eliminates false or nuisance alarms
cansed by extreme site conditions and
commumtications Gailwres.
« Provides s users with the uhi!il'p' o bet-
ter schedule field personnel by envpower-
ing them with the ability to know the sta-

-

ms of their production equipment any

time, from amywhers.

Rapld deployment minimizes field res-

oTess and mEans mone CoORIPressrs can

be automated more quicky.

+ Single-source, fully integrated system
means bess hardware 1o buy, less field-
witk, and simple coordination of a cost
effective, reliable system.

Return on Invesiment

Hanover found that the Intermet SCALDA system
cul response tomes from two o three days to
hours, which resubted in higlser service revenues
foncomipressor operators (53,000 on perge per
inscident ), and happier customers {$25,000 aver-
dge incresse in producton revenues .

Conclusion
Internet-based, secure, real-time SCADA svs-
tems are now a reality, and offer many benefits
+ Provide a corporate-wide solufion that
integrates new and legacy feld automa-

ticn, SOATRA, and pelated equipmint.

» Albow companies o flexibly choose
eguipment and systems  based on
price/performance rather than compati-
Bility with installed base,

+ Bcale quickly fram a few sites to thousands.

« Pesult m a !inEJE aliition suiftalde fof
both local and emerprise-wide ail and
s applications.

= Can ke quickly implemented through
subscription service coniract options.
This reduces SCADA I:ru_ier:i risk,
becouse companies pay only wpon com-
mencement of servics, and no capital
investment B required, =
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